. i s 5 @
Somiintd) § Gt} ikt g dlno www.stcrs.com.ly St | § il ]y kg Y
2026 )_,1_'“ 27 2 K] Human and Community Studies Journal

Human and Community HCSJ
Studies Journal Volume 27 January 2026
2026/04/02 : (& sl o 2026/04/01 :(4 9 a3 2026/03/10 : b pSiu) a3

www.doi.org/10.62341/HCSJ

Glbadilinly e Lially dswdil) JEY) QWY e Shuad) alaY)
dalaal)

-

Al s jae Lt

a.shallali@.zu.edu.ly

: paliiual)
dalg ) ol jhal e lasly had) AaY) mual i)l e

By ool IRl ¢ gAY amll i saaeia jpea b 2ea® Y cJlbY)
G AF Y Jhlad) sda il adlsally GladY) Gals s g3 JlaaYls cdsgl)
Jish Jalall o 38 dpibaley doolaaly Aot BT Calaty oSIm Jy e daall)
co9a3 Jalye

s g gl GlSE (eldn) i el BV @l Jlad Gl 13 ela
g Sl giag ¢ hual) dhaY) ge daalill Lo Laa¥ly daviil) JEY) danl
geilh Loseae il eagl) mgid) o Gand) adiel L JRLY) dleal Ay
G ey cAanllly Adsally dupall ol Slus¥) deale DA Ga i)
ALl 3ygua clad

GUESYly G e Ogibe alhall s3g) ety ol JUY) o okl ekl
Biya 415y cJualgill g (& liniay uclan) dlje (sgaley (ol A8 (laady
AalSie daghiian V) 32a Y dglaad) o) ilill cuing (2l e 5ol Caniag )
cOpalaall Gy Gaad 1) Al g led) PIA e dunytally (Jol oy i 50 Jods
Aplall dpibasll layinl) ) ddla) (gl ey degil) Clles e aainally
L sl Gyglally
e Laa¥ dpadtll BV huall alaY) sdabidal) clall)

1 Copyright © HCSJ s gine gaball (5 gia
aainall g i) Sl jo Aaal


http://www.stc-rs.com.ly/
http://www.stc-rs.com.ly/
mailto:a.shallali@.zu.edu.ly

. . o
Somiintd) § Gt} ikt g dlno www.stcrs.com.ly St | § il ]y kg Y

Human a-n d Community 2026 #hé 27 4 ) Human and Community Studies Journal HCSJ
Studies Journal Volume 27 January 2026
2026/04/02 : (& sl o 2026/04/01 :(4 9 a3 2026/03/10 : b pSiu) a3

www.doi.org/10.62341/HCSJ

Cybercrime against Children: Psychological and Social
Impacts and Protection Strategies

Intisar Omar Saeed Al-Shallali
Lecturer, Department of Education and Psychology, Faculty of Arts,
University of Zawia - Libya
a.shallali@.zu.edu.ly

Abstract:

In the digital era, cybercrime has become one of the most pressing
threats to children, manifesting in forms such as cyberbullying, online
extortion, identity theft, and digital fraud. These threats do not only
cause immediate harm but also accumulate over time, leaving long-
lasting psychological, social, and emotional consequences that may
accompany children throughout their developmental stages. The aim
of this research was to identify the psychological, social effects
resulting from cybercrime and to propose educational and legislative
strategies to protect children. The research employed a descriptive-
analytical methodology supported by an inductive approach,
reviewing Arab, international, and Libyan literature and reports, and
extrapolating findings to construct a comprehensive picture of the
issue. The findings revealed that children exposed to cybercrime
suffer from anxiety, depression, and loss of self-confidence, alongside
social isolation, weakened communication skills, distorted self-image
and poor adaptability. The research concluded that effective
protection requires a holistic framework: families as the first line of
defense, schools through digital education and teacher training,
communities via awareness campaigns and educational media, and
finally, strict national legislation reinforced by international
cooperation.

Key Words: Cybercrime, Effects, Psychological, Social.
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